
2United States Department of Education, Privacy Technical Assistance Center1

Eric Gray
Privacy Technical Assistance Center

Data Security Best Practices

Or

“How to Manage Risk When 
Everything is Broken”

United States Department of Education 
Privacy Technical Assistance Center

FAMIS Conference
June 25th, 2019



2United States Department of Education, Privacy Technical Assistance Center2

FERPA & Data Security

• FERPA was written in 1974…  
• Initially focused on the protection of paper 

records and information.
• This is both a blessing and a curse.
• FERPA deals addresses data security through 

the concept of “Reasonable Methods”
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FERPA & Data Security

• Applies only to “education records”
• Applies to any agency / institution that receives US 

Department of Education funding
• Requires written consent to disclose PII from education 

records unless the disclosure is under one of the exceptions 
to FERPA:

• School Officials
• Studies
• Audits & Evaluations
• Directory Information
• Health and Safety Emergency
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FERPA & Data Security

What specific technology controls does FERPA 
require for your IT systems? 
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FERPA & Data Security

Yup… Nada… Nothing… Zilch…
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FERPA & Data Security

Why doesn’t FERPA tell me how
to protect student records?
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FERPA & Data Security

We generally interpret reasonable methods to 
mean a set of security controls that are in line with 
current accepted security and privacy best practices 
for data of similar sensitivity.
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rea·son·a·ble meth·od
/ˈrēz(ə)nəb(ə)l/  /ˈmeTHəd/



2United States Department of Education, Privacy Technical Assistance Center8

Data Security - Why

• FERPA requires it.
• Students deserve it.
• A breach could cause reputational harm.
• Electronic records are more prevalent 
than ever.

• We collect more, move more, use more 
& lose more data than ever before.
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Data Breaches in ED
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Problems in ED Data Systems

• A ton of old or unpatched software
• IoT devices in schools include:

• Server room cameras & sensors
• School surveillance systems
• Access card readers
• Modems (UPnP hackable)
• HVAC / Boilers

• Hundreds of forgotten servers / computers
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Problems in ED Data Systems for 
one state found in an afternoon
• 626 machines with no firewall
• 2 SIS breaches affecting thousands of students
• Hundreds of anonymous FTP servers
• 143 Windows XP machines (some already 

hacked)
• 10 VPNs running out of date Windows 2003 

Server
• 835 Web servers running IIS 6 or earlier
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But I 
don’t 

work in 
IT?

• Most breaches start 
with social engineering

• Attackers target YOU, 
not the technology 
first

• Most successful large 
breaches use stolen 
credentials
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Education Data Security in the News

WSU Social & Economic Sciences Center loses 
an unencrypted hard drive in a theft 
containing personally identifiable 
information.

• More than 1 million people affected
• Data was stored in an unencrypted fashion 

in a safe locked in a rented storage unit
• Data included names, SSNs, education 

status, employment data
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Education Data Security in the News

In March, the Department of Justice 
sanctioned nine Iranian hackers over 
attacks on more than 300 universities in the 
United States and abroad. 

• 31 Terabytes of data stolen
• Estimated value of $3 billion dollars
• Began with phishing attacks 
• Targeted 100k users, successfully 

compromised ~8k
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How a School is Vulnerable

Most phishing e-mails are easy to notice.  
Here are some things an attacker might do to 
gain access to your systems.

1. Locate Staff Directory (yes, it’s there)
2. Send Phishing E-mail to targeted employees, 

infecting the unwary user
3. Locate and exfiltrate data
4. Profit!
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Default Initial Setup Interface
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Presenter
Presentation Notes
Apache 2.2.15 end of life last year, no more patches will be pushed.  Its already over a year out of date.  Same with PHP 5.6.32, this software has not received any patches since the beginning of this year.
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Presenter
Presentation Notes
Here are the vulnerabilities which potentially affect this machine…  
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Presenter
Presentation Notes
Wait there’s more
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Presenter
Presentation Notes
Hold on…  we’re not there yet.
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Presenter
Presentation Notes
There we go…  whew…  There are 38 active vulnerabilities based just on knowing what software is running on the machine.  38 different ways a hacker, or student, or anyone for that matter could impact the data on this machine or the services it provides.Also, the website running on this machine is running a Content Management System (CMS) called Drupal.  Well this version 6.27 is from 2012. It has at least 26 medium to critical security vulnerabilities which are ALL remotely accessible. This is a school district in South Florida BTW 
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A New Challenger Appears!!!!

Presenter
Presentation Notes
104 vulnerabilities…   A decade without patching…..  1.3 went end of life in 2010…  this is bad and you should feel bad.
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Default Web Pages

Presenter
Presentation Notes
This is a default web page..  You may wonder why this is an issue, I mean there is no student data here right?  Except that in this case it reveals that the server hasn’t been updated since 2010.  Insert sad trombone sounds here.
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Presenter
Presentation Notes
How many of you are running this software?  Many of you are.  Is it up to date? Patched? This is a page from the Google Hacking Database specifically referencing this software to identify all the machines running it.  Obviously, these systems are being looked for actively by hackers.  I see a variety of Versions and copyright dates out there…  the bad guys are looking, so should you.
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Presenter
Presentation Notes
Here’s a news story from 2017…  but none of you would still be running IIS6 would you?Oh heavens no you would say….  but
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Presenter
Presentation Notes
Well some of you are…  well, one organization and two servers. Might want to consider updating…
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Passwords: How good is this 
password?
• zQ4ab!ui
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How about this Password?

• I L0ve my M0m!
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Let’s Start 
With This

32
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How to Operationalize Security?

DOCUMENTED, REPEATABLE PROCESSES 
DRIVEN BY SOLID ORGANIZATIONAL 

POLICY

METRICS
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(Groan) Start With Policy

Organizational 
Policy

IT Policy

Processes

Instructions

Strategic

Tactical
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Bare Bones Must Haves

• Privacy & IT security Training annually
• Vulnerability Tracking & Mitigation
• Risk Assessment / Management
• Incident Response Plan
• Account Management
• Data & System Standards
• Enforcement
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Data Security is a Shared 
Responsibility

IT

• Vulnerability Mgmt
• Account Mgmt
• Boundary Control
• Performance Metrics

Shared

• Privacy & Security 
Training

• Incident Response
• Risk Management
• Data Accountability
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Standards Are Your Friends

Reliable data security programs all have 
one thing in common…  control:

• Create standard software loads & enforce 
them

• Same applies to Boundary Control (fw rules)
• Police for compliance

Process changes through CCB or similar process
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Tailor Data Security to Your Business

Do not forget that the purpose of the systems 
is to enable the business of educating 

children!

Security Utility
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Perform Annual Risk Assessments

“The process of identifying the risks to system 
security and determining the probability of 
occurrence, the resulting impact, and the 
additional safeguards that mitigate this 
impact.” 

-National Institute of Standards and Technology (NIST)
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What is a Risk Assessment?

Formal organizational process involving 
leadership, IT, and organizational stakeholders
Four stages:

• Identification – finding, documenting, and 
categorizing risks

• Analysis – ascertaining the nature of the risks and 
determining their potential impact and effects

• Evaluation – applying organizational risk tolerance 
and existing controls to the risk to determine 
significance

• Control – identifying and applying mitigating 
controls to reduce the risk based on analysis



2United States Department of Education, Privacy Technical Assistance Center41

The Reality is

Attackers only have to get 
lucky once…

41
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Reducing 
the Risk 

News Flash:  
You can hack yourselves for your 

own good!!!!



2United States Department of Education, Privacy Technical Assistance Center43

• Indexes everything…  I mean everything

• Leverage that to help you find data you didn't 
know was exposed

• Use advanced operators to make very precise 
searches

• GHDB

filetype:suffix – Looks for specified file type only
allinurl: / inurl: - Searches inside URL only
allintext: / intext: - Looks for specified word/s in the text only
site: - Restricts search to specified domain only
allintitle: / intitle: - Searches in the HTML Title for terms
term1 AROUND( n ) term2 – Finds content where term1 is 
within n words of term2

inurl:wp-config -intext:wp-config "'DB_PASSWORD'"

https://google.com/
https://www.google.com/search?q=inurl:wp-config%20-intext:wp-config%20%22'DB_PASSWORD'%22
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Security Self-Assessment

a hacker’s best friend:

44

OK Google….  Find me some passwords

https://www.google.com/search?q=%22Password=%22%20inurl:web.config%20-intext:web.config%20ext:config&gws_rd=ssl#q=%22Password%3D%22+inurl:web.config+-intext:web.config+ext:config
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Security Self-Assessment

• Lot’s of cheap and free tools out there to assist 
in finding things that slip through the cracks

https://shodan.io/
https://google.com/
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Web service that searches and catalogs devices…  not information.

• Extracts information like OS, running services, banners
• Attempts to determine configuration (anonymous access)
• Lets you use search operators to quickly hone in on 

information you are after

city: find devices in a particular city
country: find devices in a particular country
geo: you can pass it coordinates
hostname: find values that match the hostname
net: search based on an IP or /x CIDR
os: search based on operating system
port: find particular ports that are open
before/after: find results within a timeframe

https://shodan.io/
https://www.shodan.io/search?query=hostname:%22.edu%22+os:XP+country:US
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Security Self-Assessment

• Leverage automated tools like SIEM to correlate 
logs across the environment and identify 
anomalies

• Look for architectural and logical 
improvements that you can implement cheaply 
to make an attacker’s life harder

• Leverage users to identify permissions issues 
and spot incongruities in security or privacy.  
Implement a bounty program where users are 
rewarded in some way for identifying issues
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Questions?
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Contact information

United States Department of Education, 
Privacy Technical Assistance Center

(855) 249-3072
(202) 260-3887

privacyTA@ed.gov

http://studentprivacy.ed.gov

(855) 249-3073

mailto:privacyTA@ed.gov
http://studentprivacy.ed.gov/
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