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Florida Schools Safety Portal and
Social Media Monitoring Tool Overview
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Florida Schools Safety Portal
(formally Centralized Integrated Data Repository)

fldoe.org

Required by 1001.212(6)-(9), Florida Statutes

Coordinate with the Department of Law Enforcement to
provide a centralized integrated data repository and data
analytics resources

Improve access to timely, complete and accurate information
Integrate data from:

= Social Media

= Department of Children and Families

= Department of Law Enforcement

= Department of Juvenile Justice, and

= |ocal law enforcement
www.FLDOE.orqg
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Florida Schools Safety Portal

Purpose

" Promote school safety

= Enhance coordination between state & local law
enforcement, and education entities

" Promote data sharing
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Florida Schools Safety Portal Features

= A browser-based software solution that can be used on any
device with an internet connection

= Allows authorized users to search across multiple pertinent
data sources through a single-entry application

" Provides a web-based system that enables users to
access multiple data sources through one point of entry,

which will allow users to be proactive and act faster when
risk is identified
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Panasonic/FivePoints Solutions
Outcomes/Deliverables
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Project Management Plan & Support
Technical Architecture and Cybersecurity Plan

Application Development -

* API Connections: SESIR, FortifyFL, Baker Act, Social Media
and Law Enforcement connections

Establish Single Sign-on Connection
Reporting

Training & Tier 1 Support

Load Balancing/Performance Testing

System Documentation
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Florida Schools Safety Portal Authorizations

2-Tiered System Authorizations

Phase ‘1: SSO Authorization Phase 2: FSSP Authorization

Usems who need access to the Florida
School Safety Portal (FSSP) are
required fo first retrieve authorzation
within Single Sign-On (S50) with the
appropriate roles. Once the user has
been authorized via the 3350 process,
they can then navigate to the S50
Portal for FSSP authentication.

550 Roles:

A_ District Local User
Education User
Mental Health User
Law Enforcement User

B. District Local Admin
C. District Local Admin & User
D. FLDOE Reviewer/Evaluator

* f 350 access hasnot been granted,
uzers will be unable to logon o the
F35P. 580 Tutorial & Quick Gude
information available bdow.

550 Tutorials:

httpsy//portal idoesso.org/ PORTALY
Sign-on'Communicatons/Tutonals/
S550-Tutonals.aspx

Tutorial Topics:
* Owerview of FLDOE SS0
* Login Assistant
* Login'Mavgation — Hosted Users
* Login'Mavigation — Federated Users

S50 Guide:

httpsy//portal idoesso.org/ PORTALY
Sigr-on/Comm unications/pdil
QRG_Signng_into_S50 pdf

Onece users are authorized within S50
they can then access the FSSP vathe
S350 poral. The menu navigation panel
is available in order to begin the FSSP
authentication process by uploading the
required form and providing the:
associated mandatory training
information.

Required for FS5P Access:

A F35P Authorization Form
B. Training Completion Information

Authorization Steps:

The authorization form must be
completed in its entirety and a signature
is required for approval Documentation
of fraining must also be prowided. The
approval process can take uwp toone-
business day. System access expires
every state fiscal year.

Authorization Form:
* Download Formn Template wia S50
* Upload Signed Authorization Fom.

Training Completion Documentation:
* Evaluator must receive training
information in order to access FS3P.

Approval

* Wait for Authorzation Approval
= On Approval | Continue to Login
= 0OnDenial | Resubmitltems
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Flerida Scheol Safety Portal (FSSP) - Autherization Process Scenarios Based on Role

District User Role:

Unauthorized User

Mow of unauthorzed agmindusars
can search, wiew forms or submi on

Dehak of the distic 1sars e FSSP

FSSP Admin
Search Scresn

acoess. Thia role can acceas FSSP.

&

File Upload Confirmation

e R FSSP Authorization
FS5F Authorzaton User FS5PF Authorization ——
Home Fw—b File Upload Approval Granted |[—— Usar—J Q X
: (User) L
L r Authorized Lasr : o FSSP Landing Page
Deak - . - _h_u_a_ll_'i\g;ﬂpmual
New or unaut horized users can Q e :
upload foms for PSSP access. E
*Traning Competon 350 squired.
Authoriz ed usars can Imces s PSSR, FSSP Landing Page Fille Upload Confimmation
District Admin Role:
Aoz ad Ademim FSSP Authorizaton FSSP Authorization
T File Upload — Approval Granted
user (User)
- . FSSP Admin Foims:
District Admin P search Scresn 2 i
. Awaitng Approval
Denal- - - - - -7 -
v
Authorized adming can seamh for SuomiE brms on benaf of
wsers, view FOrms of submi onbenalF B
ofthe dETic users for PSSP access. .
This role gannot access FSSP. File Uptoad Corfirmation
L. . Unauthorized Usar A uthodiz ed A dminfUser
District Admin/User Role:
FSSP Authorization Admin FSSP Authorization ;Spgfntﬁh;;"t:: Admin .
Home LR il ~ User ; 1
o ESallpkad [User& Admin) . I
District Admin/User hoid  : i FSSP Landng Fage
Autmorized Aominfrser . Pwaitng Approval
v

- - Autroized Adminflser- - - - -

FLDOE Reviewer Role:

FLDOE Reviewer — ™

&—

FSSP Authorzation
File Review

The FLDOE mvigwer £ nesponsbie
for reviewing the authar@ation form
submiled and raning sH1us o the
user. They wil then approve or deny
access basad OnihosE paramessrs.

Authionzed Reviewsr

Denied

Approved

4@)

Autrodzation Denied

Aathorizaton
Approved

O

The review process can fake up fo 1
business day. Users should check the
approval status thoughout the day

*Notification via e-mail will be avalable in
the next phase ofthe system upgrades.

Approval: Complsfted Foms with
Appmpriate Signafures & Traning

Complefed (Secunty Awareness Tmining,
F58P Trmining andfor CIJS Training)

www.FLDOE.orqg
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Florida Schools Safety Portal Data Sources
Authorized users will access one system that will query from multiple data sources

Florida Schools Safety Portal (FSSP)
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School Environmental Safety FortifyFL (Suspicious Activity
Incident Reporting Data (SESIR) Reporting Data)

.
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.
llllllllllli
4

CRIMINAL RECORD

Social Media Monitoring Data DCF Baker Act Data

FDLE Law Enforcement Data

www.FLDOE.orqg
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Florida Schools Safety Portal Training Plan

* Training Modules
* Training Video Snip-Its
* Training Quick Guide

A survey will be provided within the training modules to
gauge the training understanding and to confirm training
participation.

A Technical Operations Manual will detail the system, data
storage, the FLDOE SSO authorization process, authorization
screens, and the Tier 1 & Tier 2 support parameters.

www.FLDOE.orqg
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Florida Schools Safety Portal
Next Steps
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* Improve SESIR data availability

 Add additional data sources

e Build Statewide Behavioral Threat Assessment
Instrument.

www.FLDOE.orqg
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Social Media Monitoring Tool

Purpose

= Help districts monitor threats of violence against
students, employee and schools

= Report suspicious activities to the proper authorities
within the school district based on their Threat

Assessment Plan

10
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Social Media Monitoring Tool Features
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Real Time-Monitoring | Keyword Searching | Dashboard Monitoring | Geo fencing | Notifications

|
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Adjusts for Growth | Sites Monitored | Multi-Languages | Secure System | Compiles Data |
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NTT Data
Outcomes/Deliverables

* Comprehensive annual plan

Evidence of training provided

Notification emails/notices from the Social Media
Monitoring Tool(state and district)

Executed Service Level Agreement (SLA)

Evidence that the system is operating correctly
* Annual report

e Technical report

www.FLDOE.orqg
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Phase 1

Kick-off Meeting
Annual Plan
Support Schedule

Conduct initial meetings to collect the background information
around which districts will be on-boarded, identify the project
sponsors, etc.

Create the queries for the Department

Review the data being captured within the Department to refine
the query

Review the queries with the Department and officially roll them
into production for use at the Department and district levels

13
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Social Media Monitoring Implementation Plan
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Phase 2

* Continue to create the queries for these two initial districts
Phase 3

* Refine the query based on conversations with the Department and
district from the previous week

* Submit the onsite training plan to the Department for review and
approval

Phase 4

* Travel to the location of the Department’s choosing and conduct
the onsite training for the Department and district users

14
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Social Media Monitoring Implementation Plan
Phase 5

 Complete the queries for both initial districts

* Review the queries with the Department and districts and officially
roll them into production for use at the Department and district
levels

* Create the on-demand web-based training for the onboarding of
additional district users

* Develop the schedule of on-going live web-based trainings and
review this with the Department

Post Implementation phase activities:
* New district onboarding
* Recurring training and meetings

* Ongoing support

www.FLDOE.orqg
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Social Media Monitoring Training Plan

Foundation Training Session will cover the following topics:
* Tool access
e Dashboarding
* Basic query building
» Tool functionality like query groups, filters, etc.
* Basic alerts

Advance Training Session will cover the following topics:
e Advanced query building with geolocation
* Query maintenance
e Author refinement
* Advanced alerts

16
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