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Today’s Security 
Themes

Attack  
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Innovation & 
Simplification

Skill 
Shortages
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The Threat Environment
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FILE BASED MALWARE
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Solution Complexity
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The Adversary
What’s Changed
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eCrime Adversary Average Breakout Time

2018 2022
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2023 Global Threat Report 
Top Findings
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Top industries targeted by 
interactive intrusion activity 

included tech, telecom, 
healthcare, manufacturing and 

academia 

1 hr and 24 minutes, 
average eCrime 

adversary breakout time 

200+ adversaries 
tracked, 33 new

71% of attacks were
malware-free

112% increase in 
access broker activity

50% increase in 
interactive intrusion, 
hands on keyboard 

activity
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Global Threat Landscape
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Education Sector - Adversary Motivations

Nation State eCrime Hacktivist
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EDUCATION SECTOR -- NATION STATE TRENDS

CHINA DPRK (North Korea) IRANRUSSIA

1 4 2 0





How Advanced Adversaries Engage in Operations

The Adversary 
Operations Lifecycle
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eCrime 
enabling 
capabilities

Vehicles delivering 
capabilities to victims

Methods to capitalize on 
successfully executed 
capabilities

The Criminal 
Ecosystem

Social network and 
instant message spam

Exploit kit 
development

Spam email 
distribution

Purchasing traffic 
and/or traffic 
distribution 
systems (TDS)
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Target Environments
What Adversaries are attacking

Access Operations
How Adversaries gain access
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The Adversary 
Operations 

Lifecycle

SUPPLY CHAIN 
COMPROMISE

VALID CREDENTIALS

CLOUD WORKLOADS

EMAIL & DATA SERVERS

DOWNSTREAM ACCESS

DOMAIN CONTROLLERS

Post Exploitation
How Adversaries remain stealthy

MFA BYPASS
0-DAY EXPLOITATION

LIVING OFF THE LAND
RECONNAISSANCE
PRIVILEGE ESCALATION

Impact
RANSOMWARE
DATA LEAK
DATA EXTORTION
DATA EXFILTRATION



2022 CrowdStrike, Inc. All rights reserved.

$

Ransomware$$

2022 CrowdStrike, Inc. All rights reserved.

K-12 Specific 
Threats

Third Party Tools

Denial of Service



Access 
Operations
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How Adversaries Gain Access



The Problem

“YOU DON’T HAVE A MALWARE PROBLEM. YOU 
HAVE AN ADVERSARY PROBLEM”

“Attackers don’t break in, they log in.”



Identity Threat Detection and Response is Crucial

80% 
of data breaches have a 
connection to 
compromised privileged 
credentials

- Forrester Research

Breaches from 
stolen/compromised 
credentials took the longest 
to detect:

243 days
- IBM Cost of a Breach Report, 
2022

Continuous

VISIBILITY
Real Time

RESPONSE

Stolen
Creds

Legacy 
Systems

Unmanaged 
Systems

Service 
Accounts

Contractors 
& Supply 

Chain

Proactive

CONTROL
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Access brokers: vital role in the e-crime ecosystem

BOT HERDER

BOTNET MALWARE/TOOL

INFECTED 
VICTIMS

STOLEN CREDENTIALS & DEVICE 
CONFIGURATION INFORMATION

ASSEMBLED BOTLOG

UNDERGROUND 
MARKETPLACE

ACCESS BROKERS ARE THREAT ACTORS 
WITH A SIGNIFICANT HISTORY OF 
PROVIDING INITIAL ACCESS TO MULTIPLE 
ENTITIES

ACCESS BROKERS OFTEN PERFORM ADDITIONAL 
ROLES IN THE ECRIME ECOSYSTEM

LOGIN 
CREDENTIALS

DEVICE 
CONFIGURATION 

DATA



Post 
Exploitation
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How Adversaries Remain Stealthy
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POTENTIAL DISRUPTIVE IMPACTS TO K-12

TECHNOLOGY AND 
TEACHING TOOLS

SAFETY SECURITY 
SYSTEM, INCLUDING 

VIDEO AND DOOR ACCESS

STOLEN TEACHER AND 
STUDENT DATA AND PII

LUNCH SYSTEMS AND 
POS TO PURCHASE 

LUNCH 

STOLEN/ADJUSTED 
SCHOOL RECORDS AND 

GRADES



The Way Forward
Innovative Protection Capabilities & Recommendations
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Protecting Our Future: Partnering 
to Safeguard K-12 Organizations 

From Cybersecurity Threats

Recommendations to address 
insufficient IT resources:
● Consider applying for 

cybersecurity grants, 
● Utilize free or low-cost services, 
● Expect third-party technology 

services to include strong security 
controls, and

● Take steps to minimize the burden 
of security.
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Community 
awareness and 
practice are key 

to healthy 
cybersecurity; 
Engage your 

execs & board in 
a risk-based 

cyber program

CULTURE OF 
CYBERSECURITY

Select tech partners 
who are strategic.  
Secure all of your 

tech infrastructure; 
Enable prevention 

capabilities, 
properly integrate.  

Remove legacy tech

ROLL IT OUT, TURN 
IT ON

Beyond 
technology, 

practice incident 
response.  Match 

defenders and 
adversaries 
24x7x365, 

leveraging 1-10-
60 rule

BE VIGILANT & 
READY TO ACT

TOP RECOMMENDATIONS
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Use multi-
factor for all 

accounts, 
protect service 

and admin 
accounts, 
adopt zero 

trust approach

PROTECT YOUR 
IDENTITY

Refrain from 
exposing SMB 

and RDP ports to 
the internet, 

restrict remote 
access tools

CONTROL 
REMOTE ACCESS

Control software, 
eliminating 
unneeded 

software, keep 
up-to-date with 
latest patches

PRACTICE GOOD 
HYGIENE
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Double down on environment hardening and 
monitoring.

Audit AD privileges and access, focusing on 
least privilege and Need to Know enforcement.

Align detections and countermeasures with 
applicable TTPs.

Security Operations Enablement
Review IRP, 
BCP, and DRP. 

Update 
detections for 
relevant TTPs.

Close logging/visibility 
gaps.

Cloud, Infrastructure, and Network Security 
Identify and review 3rd

party applications and 
provider rights/scope.

Patch and harden internet 
facing systems/crown 
jewels.

Situational Awareness
Continuous threat 
hunting

Ongoing Exploit/TTP 
monitoring and validation

ADDITIONAL 
RECOMMENDATIONS



1. Leverage a framework to prioritize risk reducing efforts (NIST, etc.)
2. Train for phish and login protection
3. Join some great security organizations (MS-ISAC, etc.)
4. Leverage free assessments to better secure your technology network
5. Leverage free & open source resources 
6. Continuously train yourself and your organization 
7. Implement a basic incident response plan
8. Create a business continuity plan
9. Practice with tabletop exercises
10.Develop a schedule for executive reporting

Top Ten Things To Do Now That Won’t Break the Bank



CISO Business Case 
Partnering with CrowdStrike for Proactive Security

IDENTITY IS THE NEW PERIMETER

▪ We can track down behavior and 
hygiene issues (The Ghost Employee 
RDP)

▪ We inspire account and password 
cleanup 

▪ We get powerful policies and analytics
▪ We can verify if lockouts are actually 

malicious
▪ We can eliminate attack paths to 

critical accounts 

▪ We receive executive-level key metrics 
on identity risks

▪ We gain awareness of AD incidents, 
credential scanning and password 
attacks

▪ We can stop malicious authentications
▪ We can alert system admins to critical 

issues of anomalous behavior

https://www.crowdstrike.com/blog/9-ways-a-public-sector-ciso-uses-crowdstrike-identity-threat-protection/

https://www.crowdstrike.com/blog/9-ways-a-public-sector-ciso-uses-crowdstrike-identity-threat-protection/


YOUR ABILITY TO DEFEAT ADVANCED CYBER 
THREATS RESTS ALMOST ENTIRELY ON YOUR 

UNDERSTANDING OF THE PROBLEM


