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What Changed in FL Administrative Code
6A-1.0955 Education Records in Nov 20227

* School boards must adopt policies for review/approval of Online
Educational service that students or parents are required to use.
* Policy must include:

Comply w/State and Federal laws
Designate a person to review/approve Online Educational Services
Procedure to notify parents if Student Pll is collected

Procedure to notify parents how it will be used, when and how destroyed, terms of any re-
disclosure

Prohibit Online Educational Services from selling/sharing student Pll for commercial use
without providing parents a means to opt-out

Change Highlights — Sec 9



What Changed in FL Administrative Code
6A-1.0955 Education Records in Nov 20227

* For any Online Educational Service, a student is required to use:

* The District must provide notice on its website of:
e The Student Pll information collected
e How it will be used

* When it will be destroyed and any re-disclosure
* Provide a link to the Terms of Service and Privacy Policy, if available

Change Highlights — Sec 9



Student Online Personal Information
Protection Act — Fs1006.1494

* The Operator (Service Provider) May Not do the following:

 Engage in Targeted advertising
 Amass a Student Profile (except for K-12 purposes)

e Sell, share or rent Student Data
» Disclose Student Information except for specific cases (comply w/law)

Synopsys New State Law effective July 1, 2023



Student Online Personal Information
Protection Act — Fs1006.1494

* The Operator (Service Provider) Shall do the following:
* Collect no more student data than needed
* Implement and maintain reasonable security procedures and practices

* Delete the covered information at the conclusion of the course or
corresponding program and no later than 90 days after a student is no
longer enrolled in a school within the district, upon notice by the school
district.

Synopsys New State Law effective July 1, 2023



- What steps can you take to meet these new

ST. JOHNS COUNTY

gy requirements for Student Data Privacy in Florida?

,/ Develop and approve a Board Policy on SW approval D (7

J Develop a process to review and Approve Software 6A-1.0955 FAC
*PIPP online review process w/designated staff

J Provide PIl notice on your Website (Ref SDPC.A4L.org website) SARIEED (7

Adopt the National SDPA w/Exhibit G (FL) 6A-1.0955 FAC

1006.1494 FS
\/ *Prohibits selling/sharing/releasing Student PIl data

*Prohibits targeted advertising or profiling
*Outlines Security measures and Compliance w/State, Fed laws

\/ Execute SDPAs or piggyback from other FL Districts 6A-1.0955 FAC,
1006.1494 FS

s/ Post SDPAs to SDPC.A4L.org website 6A-1.0955 FAC



- How does SJCSD comply with the Student

ST. JOHNS COUNTY

Online Personal Information Protection Act?

* Adopted the National Student Data Privacy Agreement (SDPA):
e Security Terms noted in the SDPA:

* Federal laws and regulations and Purpose ‘ Access 4
: _ : : Learnin
* Provider and District contact information COmmS’nity

Simple. Secure. Scalable. Standard.

* Data Ownership and Authorized access
* Duties of LEA and Provider (includes language that complies w/FS 1006.1494)
 Data security measures

e Exhibits A-H: Desc of services, Student Data elements, Security frameworks,
Vendor changes, Data destruction form, State Laws, and more



We developed an online process to
Review and Approve Software

* Developed an online Software Request system

* Schools submit an Online request

* Schools answer several software related questions

* Workflow to Curriculum first

 Workflow to the IT Dept for approval

* Must have SDPA completed (if Student Accts are used)
* Schools submit Software Purchases (PRs)

* Funneled to the IT Dept for approval

* Rejected, if Not prior Approved via the PIPP process




s Online Request System for Schools

e XA e
SINCE 1869,

| user Help | [ P1PP Types ]

Home  User Documentation  Vorkflow Documentation  PIPP Requests Summary Report - All Types

$JCSD Principal Initiated Projects and Purchases (PIPP)

*School/Department: | INFORMATION TECHNOLOGY | Select Application Form: | Please Select v
Please Select
(To reload a Saved Software request, select the form type above, and select/Load on the Application page) | Failty Improvements

Playground Equipment
The PIPP Online process was developed to streamline Principal requests, to provide history, track progress on submissions and to improve the entire process.There are 6 PIPP request types: Technology Hardware
Curriculum Content
1. Facility Improvements: for requests involving: Sheds/Shelters, Flooring, Painting, Shade Structures, School Signs, Water Fountains, Scoreboards, Batting Cages, Soccer/Lacrosse Walls, Eagle Scourk, and ANY OTHER facilities and/or

site related work, changes, or improvements.

2. Playground Equipment: for requests involving Playground equipment, Playground upgrades, Playground moves and the like.,

3. Technology Hardware: for requests involving Computers, iPads, Desktops, Laptops, Classroom sound, Interactive panels, Document Cameras, Phones, Network switching, Computer accessories, 3D Printers and the like. In most cases, approved Technology
Hardware can be found on the InsideSICSD approved list of technology equipment.

4. Curriculum/ESE Content: for requests involving Student or Teacher learning materials, Teacher guides or Student workbooks that are not included in the approved Textbook materials.

5. Software: for requests involving software to be used by Students, Staff, or Parents to perform an administrative function such as: Bus tracking software, Bus routing software, HR new hire onboarding software, etc., or for academic learning/support. These
requests are required for all Software, regardless if the cost is zero. This is to ensure we put into place a Student Data Privacy Agreement, if Student Data is collected, used, or provided to the vendor’s website or application. In addition, if Student rostering is
needed, the software must integrate with Clever.

6. School Programming (Click here): for requests to add, revise, or remove school-based programming that impacts school culture or curriculum and instruction.




L

ST CoTY Online PIPP for Curriculum Software

e XA e
SINCE 1869,

[ Defaults to your school ] Workflows to Curriculum and IT [ SW Related Questions ]

Home  User Documentation Wor flow Documentation  PIPP Requests Summary Report - Curriculum Software

SJCSD Principal Initiated Projects and Purchases (PIPP)
Application For Curriculum Software (to be used by Students and/or Teachgf's)

(Software includes licenses or subscription)

For purposes of this revew, software is defined as any locally (on the device) installed programs, server (on the sgfool/district network) installed programs, or web-based applications.
All curriculum resource purchases must align to the SICSD Core Valueg/and/or Florida's Best Standards.

Load Saved: (To logd a previously saved form to complete and submit, select from drop down list)

School/Department: INFORMETION TECHNOLOGY

*Principal/Directar: |Bruce IM. Patrou |

*Estimated Cost: $|0_OD | *Estimated Installation Date: |

Booster Club
Donation
*Select Funding Source(s) for Project/Purchase: |Grant ¥ | Other (Please specif\_.r)| |

*Name of Software: |

¥ln tlhic » mmiar cafrarmarn e o rmmmisrnl of e .ef e end ) Rlmsar () Dmemmaanal



Smartsheet is used to
track and manage

ST. JOHNS COUNTY

SCHOOL DISTRICT

Software Approval status
(SW request and SDPA)

District
Approved

smartsheet Q Search...
File  Automation  Forms Connections [J Approved SW list_v1 24
= [ GridView » $/Filter Arial ~ 10 -~ B 7 U S5 &~ A' = 5 &P B ¢ o H & [
Software title endor/Se = PIPP Approval SDPA Approval Date | Approved for | Uses Clever MNote to Schools (from Curric) IT Dept Notes
Provide Date District Use See any Restrictions
{unless
restricted)
& G ao 6o & & 0} &

1 Accelerated Reader Renaissance 05/10/23 05/02/23 '
2 Adobe Creative Cloud Adobe District Approved no student data

3 Achieve3000 McGraw Hill 05/25/23 07/27123

4 Achieve 3000 - Elementrary McGraw Hill 05/06/22 07/27123 Identified schools only

5 Achieve 3000 - HS McGraw Hill 05/06/22 07/27123

3 ACTE Online Learning Networld MaxKnowledge 08/09/22 No SDPA req'd Teacher only use Teacher use only, PD for CTE profession

7 Adventure 2 Learning Adventure 2 Learning 10/06/22 No SDPA req'd Not aligned to BEST standards; 5t Teacher use only: Access to videos to us

8 Air Server App Dynamic needs PIPP to renew

] ALICE needs PIPP to renew



ST Clean, View Only version
= is displayed to Schools on
InsideSJCSD Website

Smartsheet changes are

dynamic
Approved SW list_v1
Approved for
Software title Vendor/Service Provider SDPA Approval Date ﬂﬁ:g;;use Uses Clever :?;eégsiﬂ?;:z boteligess IT Dept Notes
restricted)
Accelerated Reader Renaissance 05/10/23 05/02/23
Adobe Creative Cloud Adobe District Approved no student data
Achieve3000 McGraw Hill 05/25/23 07/27123
Achieve 3000 - Elementrary McGraw Hill 05/06/22 07127123 Identified schools only
Achieve 3000 - HS McGraw Hill 05/06/22 07/27123
ACTE Online Learning Networld MaxKnowledge 08/09/22 No SDPA req'd Teacher only use Teacher use only, PD for CTE professionals/No student data req'd
Adventure 2 Learning Adventure 2 Learning 10/06/22 No SDPA req'd Not aligned to BEST standards; Step Teacher use only: Access to videos to use during inside recess/PE
Air Server App Dynamic needs PIPP to renew

ALICE needs PIPP to renew



District
Website

Have to create a
link from your
District login on
the SDPC.A4l.org
website for your
District

ST.JORNS COUNTY

N

Search D G

Calendar HAC Contact

# News OurDistrict + Families ~ Schools » Staff ~ Careers HowTo ~

Home » Information Technology » Student Data Collected by Online Providers

IT DEPARTMENT

= Information Technology

Ll Acceptable Use Procedures (AUP)
» [T Bid Process

= Structured Cabling Standards

= Technology Support

'lStudent Data Collected by Online Providers,

HELPFUL LINKS

= Bring Your Own Device

Microsoft Office365 Free to Students & Staff

Office 365 Resources

Password Reset Tool

SchoolMessenger

Student Data Collected by Online Providers

The 5t. Johns County School District takes great care to protect both Student and Staff data from unauthorized release or exposure.
To that end, we have established a Student Data Privacy Agreement (SDPA) with vendors/praviders/operators who use or collect
Student Data as part of their online service. Some providers located in Europe comply with the GDPR regulations on Data Protection

and Privacy and may not agree to the US National SDPA.

The District’s SDPA is modeled after the Student Data Privacy Consortium’s National agreement. This consartium is part of the
Access 4 Learning international organization. The Student Data Privacy Consortium (SDPC) is a unique collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and marketplace providers addressing real-world,
adaptable, and implementable solutions to growing data privacy concerns. Florida DOE has also endorsed the Student Data Privacy

Consortium.

SDPA's are established with active District online providers and uploaded to the Student Data Privacy Consortium website and listed

by Provider name and/or Software product name.

Parents/Guardians can visit the Student Data Privacy Consortium website to view the District's Student Data Privacy agreements that

included the following:

« The privacy agreement terms and conditions.

« The student data elements collected by the online service provider.
« Data disposition and retention rules.

« The Provider contact information.

« Product description, Provider website.

Visit the Student Data Privacy Consortium’s website to view the SDPA's established by St. Johns County School District.



SDPC website for Parents to view
from District link

C % sdpcadlorg/district listing.php?districtiD=3001 ¥r @

a8 3 All Bock

Close Window

The St. Johns County School District has adopted the Student Data Privacy Consortium's National Student Data Privacy Agreement (SDPA).

This Consortium is part of the Access 4 Learning international organization. Showing 11 to 20 of 215 entries

Approved: Contract is signed and resource is in use.

Status Key Approved w/ Guardian Release: Guardians signed a contract to allow a resource to be used in a specific classroom with a specific group of students.
Not Approved: Vendor was unable to sign the contract and, therefore, teachers are not allowed to use the resource with students.
Renewal Pending: District has an active agreement that will expire soon and they are in the process to renew with the vendor.
Did Not Pursue: District determined that the resource does not align with educational goals, therefore, teachers are not allowed to use the resource with students.
Show 10 4 entries Search:
Agreement Agreement
Resource Name 1 Company Name Agreement Status Type Dates Grade Level Content Area Data
Blooket Blooket LLC. Approved Agreement Approved: K 127345867, Educational Technology @
Privacy Policy With the Following Restrictions: Exhibit H Exhibit E 0812972023 8,9, 10, 11,12
Expires:
0872072026
Boddle Math Boddle Leaming Approved Agreement Approved: K 12345867, Math %
Exhibit E 10/03/2023 8,9,10, 11,12
Expires:

10/03/2026



Access 4
New NDPA v2 Highlights ‘ Commhity

Simple. Secure. Scalable. Standard.

* National Student Data Privacy Agreement (NDPA v2):
* 3 NDPA v2 types:

1.

2.

Standard NDPA (Exhibit E is required)(No Exhibit H) (Preferred) (Does
not require Alliance review)

Vendor-Specific NDPA (Can contain Exhibit E)(contains Exhibit H
changes by vendor that must be approved by your school board
attorney) (Second Choice)(Requires Alliance Review)

District-Modified NDPA (No Exhibit E)(contains Exhibit H changes),
(Last Choice, Least desirable, no piggyback option) (No Alliance
Review)



Vationol Data Privacy Agreement v2: Usage Guidance and Development Processes

June 2024, version 2.2

Agreement Type Naming Conventions reference table

Agreement Type >| STANDARD NATIONAL | VENDOR-SPECIFIC DISTRICT-MODIFIED INVALID
DATA PRIVACY MNDPA AGREEMENT NDPA AGREEMENT AGREEMENT
Agrwemnant section AGREEMENT (NDPA)
Preamble MO CHANGES MO CHANGES MO CHANGES ANY CHANGES
Srandard Clauses NO CHANGES ALL EDITS ALL EDITS ANY CHANGES
DEMONSTRATED IN DEMONSTRATED IN
EXHIBIT “H" EXHIBIT “H"”

Exhibit A: Producrs
and Services

Will have agreed upon
content

Will have agreed upon
content

Will hawve agreed upon
content

Will have agreed upon
content

Exhibit B: Schedule of
Student Data

Will have agreed upon
content

Will have agreed upon
content

Will have agreed upon
content

Will have agreed upon
content

Exhibit C: Definitions

NO CHAMNGES

NO CHAMNGES

NO CHAMNGES

NOFANY CHANGES

Exhibit D: Special
Instructions For
Disposition Of Data

Only used/completed
when requesting
deletion

Only usedfcompleted
when requesting
deletion

Only used/completed
when requesting
deletion

Only used/completed
when requesting
deletion

Exhibit E: General
Offer of Terms

NO CHAMNGES

NO CHAMNGES

NO CHAMNGES

NOJAMNY CHANGES

Exhibit F: Adequate

Information provided by

Information provided

Information provided

Information provided

Cybersecurity Vendor by Vendor by Vendor by Vendor
Frameworks
Exhibit G: {Information provided {Information {Information (Information

Supplemental State
Terms

by Alliance)
MNO FURTHER CHAMNGES

provided by Alliance)

NO FURTHER
CHANGES

provided by Alliance)

NO FURTHER
CHANGES

provided by Alliance)

NO FURTHER
CHAMNGES

Exhibit H: Description
of ‘Agreed To' Changes

NOMNE

AGREED CHANGES
by School District /

AGREED CHANGES
by School District /

AMNY CHANGES

Access 4
Learning .
Community

Simple. Secure. Scalable. Standard.

New NDPA v2
Highlights Cont.
Usage Guide

Changes in Exhibit H, must be approved
by your District School Board Attorney,
and should include Exhibit E. You must

Vendor AT THE Vendor AT THE
ALLIAMNCE LEVEL LEVEL
Exhibit E available YES, within State ¥ES, within State MO NO
for others?
YES YES NO NO

Vendor Signatory
Badge available?

('Standard’ Badge)

(‘Modified’ Badge)

email me that you have uploaded a
Vendor Specific NDPA w/Exhibit H and
confirm it has been attorney approved.
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STEP 2: SELECT the Agreement Type

What s an originator? X

An originator is the first and only LEA in an alliance to secure an
active agreement with a vendor for a specific resource and a
specific agreement type.

What is a subscriber?

A subscriber is an LEA in an alliance that signs onto an active
originator's agreement by signing just the Exhibit E. As 3
subscriber you will only need to upload the signed Exhibit E.

STEP 1: Do you have a signed agreement in place?

No, we have no agreement. T“rgéa New Reg

5o Not

No, | hav~ Z Leciined or Vendor Unresponsive or Did Not Pursue entrv o =~

‘ Access 4
Yes, we have a Slgned Agreement. Lea rnln
Communlty

Bther Simple. Secure. Scalable. Standard.

Uploading a
NDPA v2

Best Agreements:
other FL Districts can use

National: Vendor-Specific
Agreement

This is a NDPA that has been modified
and adopted by a vendor.

National Agreement (NDPA)

This is the adopted National Standard
Agreement with no modifications.

Originator with Exhibit <
Originator with Exhibit E

V\
Vendor Specific w/Exhibit E &
w/Exhibit H, requires District

No Exhibit E Attorney review and email notice

NDPA V2 District Modified: No
bl 2 Avoid Using: these

agreements have No

value for any other

FL Districts

Other Agreement Ty
Do Not Use — post all custom

agreements on your own District
website

Listing of other agre

pe of Agreement



Communl ty

‘ Access 4
Learning

About the Consortium Join the Community

Florida Student Privacy Alliance

Search the Database for St. Johns County

Resource Center

News and Events

Global Education Security Standard

Login

Completed SDPAs are uploaded to the A4L website

How can we help you?

St. Johns County | St. Augustine, FL | United States | Website

SDPC Home Page

Show 10 = entries

Search National Logo Software Name Agreement Status 1
Database
Animation-ish Active
Login
. ‘?‘ Canvas Active
Data Privacy Agreement o5
. L
L YN 4
Download the
Florida standard
ChildPlus Software Active
agreement:
FL MDPA W2 Standard Agreement Download: Vendor SpeCifiC,
(pdf) District Modified NDPA’s
CIW Active
Learn about Agreement Types > >
Showing 1 to 25 of 212 entries _
Code Monkey Active

Agreement

Type

FL-NDPA-V1 (With
Exhibit)
Exhibit E

FL-NDPA-V1 (With No

Exhibit)

FL-NDPA- W1 (With
Exhibit)
Exhibit E

FL-NDPA-V1 (With
Exhibit)
Exhibit E

FL-NDPA-V1 (With

Agreement
Dates

Approved:
03/27/2023

Expires:
03/27/2026

Approved:
08/08/2023
Expires:
08/08/2026

Approved:
08/07/2023

Expires:
08/07/2026

Approved:
05/15/2023
Expires:
05/15/2026

Approved:

Grade

Level

6,7, 8

i Ty

6,7, 8,9 10,

11,12

PK, K

6,7,8,9 10,

11, 12

5,6,7,8,9,

Search:

Content Area Data

Career Technical

Education

®

Other

®

Other

®

Other, Career Technical

®

Education

)

Computer Science



‘ Access 4
s New NDPA v2 Highlights Cont. Commuhity

s.mcum Simple. Secure. Scalable. Standard.

‘ Access 4
Learniny

Commt?nity

Smple. Secure. Scolabie. Stondiard

* New NDPA v2 Usage Guide

National Data Privacy
Agreement v2: Usage Guidance
and Development Processes

. Access 4
. https://cdn.ymaws.com/www.a4l.org/resource/resmgr/files/ ‘ Learning _
sdpc-publicdocs/ndpav2 usage guide and dev.pdf .Commumty

Student Data
Privacy Consortium



https://cdn.ymaws.com/www.a4l.org/resource/resmgr/files/sdpc-publicdocs/ndpav2_usage_guide_and_dev.pdf
https://cdn.ymaws.com/www.a4l.org/resource/resmgr/files/sdpc-publicdocs/ndpav2_usage_guide_and_dev.pdf

‘ Access 4

.J[]HSACOUNTY New NDPA v2 H igh ligh ts %'?gr{m%?nity
S t Y u Ct u re C h a n ge s simple. Secure. Scalable. Standard.

-

* Consolidated location of contacts and signature
e Standard clauses: Updated Articles |-V

* Contract Terms: Formerly in Articles VI and VII: Term/Termination,
priority, Governing law, Successors bound, etc.

e Exhibit A: allows for an addendum for future changes to products
e Exhibit B: Student data elements for multiple products

e Exhibit C: updates to definitions (No changes can be made to definitions)

* Appendix: added a Cover page if desired




Access 4
New NDPA v2 Highlights Cont. ‘ Sammiihity

Simple. Secure. Scalable. Standard.

Notable Content Changes:

Contract Terms, Term and Termination: The DPA shall stay in effect for as
long as the Provider retains the Student Data.

Security Audits: Provider will conduct a security audit or assessment no less
than once per year, and upon a Data Breach. Upon 10 days’ notice and
execution of confidentiality agreement, Provider will provide the LEA with a
copy of the audit report, subject to reasonable and appropriate redaction.

Data Security: The Provider shall implement an adequate Cybersecurity
Framework that incorporates one or more of the nationally or internationally
recognized standards set forth in Exhibit “F”. Additionally, Provider may
choose to further detail its security programs and measures in Exhibit “F”.



Access 4

New NDPA v2 Highlights Cont. Sammiihity

Simple. Secure. Scalable. Standard.

4a

Notable Content Changes: Exhibits C & D

Exhibit C (Definitions): New or updated Definitions for:

e Change of Control, Contextual Advertising, De-ldentified Data, Data Breach, LEA,
Originating LEA, Service Agreement, Subprocessor, Subprocessor Agreement,
Subscribing LEA

Exhibit D (Special Instructions for Disposition of Data):

e Exhibit Renamed and clarifying language added

o  “After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that are
not expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it to the Provider.”

e Additional language added for timing of disposition to include provider’s standard
destruction schedule and notification and certification of De-Identification

Exhibit F: Adequate Cyber Security Framework
e Provider must mark one or more frameworks with which it complies.



(

Access 4

Adopted the National SDPA v2 ) Af:é’ﬁﬁﬁg, ‘ Access
DEVEIOpEd by the Community @ Community

Student Data Privacy
Consortium and A4L

\

Student Data
Privacy Consortium

STANDARD STUDENT DATA
PRIVACY AGREEMENT

(Florida National Data Privacy Agreement (NDPA) Standard VERSION 2)

St. Johns County School District
[ And

Created a Fillable PDF doc [Name of Provider
of the SDPA to help Vendors
complete only the applicable

S e ct i O n S Authored by Members of the Student Data Privacy Consortium (SDPC) &
\ ) Mark Williams, Fagen, Friedman & Fulfrost LLP

Version 2

© Access 4 Leaming (A4L) Community. All Rights Reserved.

This document may only be used by A4l Community members and may not be altered in any substantive
o manner.

ST. JOHNS COUNTY

SCHOOL DISTRICT

\DE0LCE N
SINCE 1869, Mational Data Privacy Agreement (NDPA), Version 2

FPage | 1
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Verzion 2.0

New Notices
section

The designated representative for the LEA for this DPA is:

Name: Bruce Patrou

Title: ClO

address: 40 Orange Street St. Augustine, FL 32084

Phone: 904-547-3920

Email: Bruce Patrou@stjohns k12 fl us

The designated representative for the Provider for this DPA is:
MName: Title:
Addrass:

Phone: Email:

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: [[Bruce Patrou

1

Signed By:

Date:

Printed Name: Bruce Patrou

Title/Position: ClO

PROVIDER: [[Mame of Provider

Signed By:

Date:

Printed Name:

Title/Position:

Each Party is responsible to promptly notify the other

Notices to Provider

Party of changes to the notice information.
Notices to LEA

[ [Mame of Provider |

[Eruoe Patrou

[ Provider Role
[ Provider Postal Address
[ Provider Email Address

With a copy to (if provided):
[ Provider Legal Counsel
[ Provider Legal Counsel Postal Address
[ Provider Legal Cownsel Email Address

1

] [cio

] [ 42 orange sreet ot Augustne, AL 22084

] [ Bruce Patrou@stiohns k12 flus
With a copy to (if provided):

1 [ LEA Legal Counssl

] [ L=A Legal Counsel Posta Aooress

| [ LEA Legal Email Address.

Security Notices to Provider (Required per Section 5.3)  Security Notices to LEA (Required per Section 5.3)

[ Provider Security Name ] [ Justin Forfar

[ Prowider Securtty Rale ] [ Dérector of Netwark Services

[ Provider Secarity Fostal Address ] [40 Orange Street 5t Augustine, FL 32084
[ Provider Security Email Address 1 [Hustin =ortarztohnz K12 fu

(S

R —

@ Access 4 Leaming (A4L) Commumnity. All Rightz Rezerved.

FPage |3




STANDARD STUDENT DATA PRIVACY AGREEMENT Wersion 2.0
EXHIBIT B: SCHEDULE OF STUDENT DATA

” All Data Elements identified in this Exhibit are comect at time of signature.

Data Elements Collected by Product (required and optional):

ST. JOHNS COUNTY

SCHOOL DISTRICT

Category of Data / Enter Enotgrcﬂ . Enter Enter Enter Enter Enter
Up to 7 product names S ool ol -l ol el e ey
Application Technology MetaData

Adds more Product name columns P Addresses of Users, use

of cookies, eic.

Other application
technology metadata

If ‘Other checked, pleasea
specify below checked
bax:

Updated Exhibit B e Tt

Meta data on user
interaction with application

Assessment

Standardized test scores

Observation data

Voice recordings

Other assessment data

If ‘Other' checked, please
specify below checked
box:

Attendance

Student school (daily)
attendance data

B Acecess 4 Leaming (A4L) Community. All Rightz Resernved. Page | 14
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ST. JOHNS COUNTY

SCHOOL DISTRICT

T
SINCE 1869,

STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

EXHIBIT E: GENERAL OFFERS OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA (named below) agree by signing this General Offer of Privacy Tems (*General
Offer”y that they are bound by the same terms as the DPA  between Provider and
[5t. Johns County School District | (“Originating LEA) dated

Provider and Subscribing LEA agree that the information below will be replaced throughout the DPA with the
information specific to the Subscribing LEA filled in below for the Subscribing LEA. This General Offer shall
extend only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA to any
other terms entered into between Provider and Originating LEA. Any commercial terms, such as price, term, or
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be determined solely
between Provider and Subscribing LEA.

If Provider makes changes to Exhibit “A™ or Exhibit “B” in accordance with sections 1.2 and 1.3 respectively,
Provider must complete the Addendum template provided by the A41 Community and notify the Onginating LEA
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum's existence
and contents. With regard to a Subscribing LEA, an Addendum is automatically incorperated into this DPA when
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibit “B”, the LEA will have thirty (30) days
from receipt to object. If no written objection is received it will become incorporated into the DPA between the
parties.

The Provider may withdraw the General Offer (for future use or for LEAs that have not already accepted it) in
the event of: (1) a material change in the applicable privacy statutes; or (2) a matenal change in the Services
and products listed in the Service Agreement Motification of a withdrawal shall be submitted to
ndpa requests{@Adl org.

Subscribing LEAs shall send the signed Exhibit “E™ to Provider at the following email address:
Provider Email

[ Updated Exhibit E]

The below signatory confirms they are authorized to bind their institufion to this DPA as in ite entirety.

RESOURCE NAME(S):
{ Insert resource names covered by originating DPA

[
[

bt ot bt

PROVIDER: [[Name of Provider |1
Signed By: Date:
Printed Name: Title/Position:

@ Access 4 Leaming (A4L) Community. Al Rights Reserved. Page | 22

Exhibit “E" (continued)

Originating LEA: [ jhm Somty School Dtsct |
Resource Names:
Provider Name: [Name of Provider |

Page 2012 gy hscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the Originating LEA and the Provider. *PRIOR TO ITS
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER MOTICE OF ACCEPTANCE TO PROVIDER.*™
Please note, by signing this Exhibit you are also agreeing to any language that may be included in Exhibits to
the Criginating DPA beyond this Exhibit *E*. The below signatory confirms they are authorized to bind their
institution to this DPA as in itz entirety.

Subscribing LEA: Subscribing LEA

Signed By: Date:
Printed Mams: Title/Paosition:

School District Mame:

Designated Representative of LEA:

Name: Bruce Patrou Tie:  ClO
ssares= 40 Orange Street St. Augustine, FL 32084

904-547-3920

Telephone:

Emai: Bruce. Patrou@stjonns.k12.fl.us

Motices to Subscribing LEA: The Provider and Subscribing LEA are each responsible to promptly notify the
other Party of changes to the notice information.

Security Notices to Subscribing LEA

[ LEA Securty Mame 1

[ LEA Securky Foie 1

[ LEA Security Postal Address 1

[ LEA 2ecurity Emall Address 1

[LEA Mame 1 With a copy to (if provided):

[ LEA Rie 1 LEA Legal Counsel 1
[ treet, City, State 1 LEA Legal Counsel Fostal Addness |
[LEA Email Address 1 LEA Legal Email Address ]



STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0

EXHIBIT G: Supplemental SDPC State Terms for Florida

Providers/Operators are to comply with the Florida Student Online Personal Information Protection Act, Florida
Statute 1006.1494. This Act (effective 7/1/2023 and initiated from SB 662 in 2023) establishes new and different
terms than those outlined in the Mational Student Data Privacy Agreement contained herein. Providers/Operators
are subject to all ofthe Act's privacy terms, including, but not limited to the following:

1. An operator may not knowingly do any of the following:

f \ a. Engage in targeted advertising on the operator's site, service, or application, or targeted advertizing on any
on o other site, service, or application if the targeting of the advertizing iz bazed on any information, including
Sa me EX h | blt G covered information and persistent unique identifiers, which the operator has acquired because of the use of

that operator's site, service or application for K-12 school purposes.
that references the new
. b. Use covered information, including persistent unique identifiers, created, or gathered by the operator's site
F I ori d a Stat ute 1006 . 1494 service, or application to amass a profile of a student, except in furtherance of k-12 school purposes.

¢. Share, sell, or rent a student's information, including covered information

2. An operator shall do all the following:
a. Collect no more covered information that is reasonably necessary to operate an Intemet website, onling
gernvice, online application, or mobile application.

b. Implement and maintain reasonable security procedures and practices appropriate to the nature of the
covered information which are designed fo protect it from unauthorized access destruction, use,
maedification, or disclosure.

. Unless a parent or guardian expressly consents to the operator retaining a student's covered information,
P delete the covered information at the conclusion of the course, or comesponding program and no later than
90 days after a student iz no longer enrolled in a school within the district, upon notice by the school district.

ST. JOHNS COUNTY

SCHOOL DISTRICT

LIS AL Do
SINCE 1869




Access 4
Growth of Statewide NDPA'’s in Florida ‘ Commminity

Simple. Secure. Scalable. Standard.

As of 8/1/2023:

 Less than 100 agreements (most were District modified and could
not be used by other Florida Districts)

e 26 Districts were participating (had SDPC accounts)

As of 6/5/2025: (2 Years later)

e 2,147 Florida agreements (all types)
 Number of FL NDPA’s has grown 2,147%

e 57 of 67 Florida Districts are participating

* Number of Districts participating has grown 120%
* + 2 Charter schools



>

Questions?

\.
Thank you for Hang in Theve
your time! '

Email: Bruce.Patrou@stjohns.k12.fl.us
For questions or to request Training via Teams



mailto:Bruce.Patrou@stjohns.k12.fl.us
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