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Introduction

Florida Statute 1010.30
(1) School districts, Florida College System institutions, and other institutions 

and agencies under the supervision of the State Board of Education and 
state universities under the supervision of the Board of Governors are 
subject to the audit provisions of ss. 11.45 and 218.39.

(2) If an audit contains a significant deficiency or material weakness, the 
district school board, the Florida College System institution board of 
trustees, or the university board of trustees shall conduct an audit 
overview during a public meeting. The audit overview shall describe the 
corrective action to be taken and a timeline for completion of such 
action. 
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Audit Findings

The Office of Funding and Financial Reporting 
(OFFR) is responsible for reviewing reports on 

audits of the school districts and notifying 
appropriate internal departments of the need 

to follow up on area specific audit findings with 
the districts. 
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Responsibility

It is the responsibility of the Division of 
Technology and Innovation (DTI) to follow up 

with each school district for audit findings that 
are IT related.

http://www.fldoe.org/
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Audit Follow-Up Process

Auditor General Report

Office of Funding & 
Financial Reporting

DTI Follow up

District RespondDTI Review

Management Decision 
Letter 

Management Response 
Letter 

(If response is Insufficient)
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Example Audit 
Report
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Notification from the 
Office of Funding and Financial Reporting
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District Audit Review and Follow-Up
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Example Audit Finding & Recommendation
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Response Process
Response must include 
the following:

Satisfaction of all areas noted:
 Action Plan

 Policies and/or procedures 
implemented

 Progress following the 
implementation 

 Copies of new or revised 
policies 

Once the findings are plugged into the 
template as displayed on the previous 
slide, a response is requested within 

30 calendar days. 

If a response is not received by 
the given date stated in the initial 

follow-up notice from DTI, 
another email will follow each 

month until the district responds 
and satisfies the areas noted. 

Response Section
The district will provide their response to the audit finding(s) 
in the Response Section of the template. A response showing 

what action plan, policies or procedures have been 
implemented to address the finding(s) will be inserted.  

http://www.fldoe.org/
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Response Section
What action plans, policies or procedures have the district implemented to 
address the finding? What progress has been made since the audit? Please 
provide copies of any new or revised policies adopted to address this finding.

Response: 

http://www.fldoe.org/
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Common Questions

Common questions related to responses: 

• Q: Who should respond?
A: Superintendents should response to the follow-
up. 
• Q: Is it fine if the response is not on the template?
A: Yes, there are times where there is a need to send 
policies and/or procedures to support your response. 

http://www.fldoe.org/
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Common Questions (continued)

• Q: How should I submit a response?
A: Input the information within the template provided; 
or let DTI know there is a need to send the response in a 
secured manner. 

http://www.fldoe.org/
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Review 
• DTI will review the 

response. 
• An acknowledgment of 

receipt will be sent via 
email to the district 
stating we will review 
the response and 
follow up with 
questions or a letter 
that will conclude the 
follow-up. 

Request/Approve
• If the response is not 

adequate, a Request 
Letter is sent. 

• If the district’s response 
demonstrates that 
appropriate corrective 
measures were taken, a 
Management Decision 
Letter will be provided.
This will conclude the 
follow-up. 

http://www.fldoe.org/
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Management Response/Letter

http://www.fldoe.org/
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Management Response – Additional 
Documentation and/or Clarification Required

    Example Request Letter: 
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Management Decision Letter

Example
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Notifying Office of Funding and 
Financial Reporting

Following the completion of an audit follow-up, 
DTI will send the generated Management 

Decision Letter to the school district and Office 
of Funding and Financial Reporting. 
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Common IT Findings
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Common IT Findings
Information Technology User Access Privileges to Sensitive Student 
Information

Employee Information Technology User Access Privileges

Information Technology User Access Privileges – Sensitive Personal 
Information

Information Technology User Access Privileges – Timely Deactivation

Security Controls – User Authentication, Account Management, Data 
Recovery, Monitoring and Configuration Management

http://www.fldoe.org/
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What is an IT Security Framework

An IT security framework is a series of 
documented processes that define policies and 
procedures around the implementation and 
ongoing management of information security 
controls. These frameworks are a blueprint for 
managing risk and reducing vulnerabilities.

Top 10 IT security frameworks and standards explained | TechTarget

http://www.fldoe.org/
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Security Framework Examples

• ISO – International Organization for 
Standardization

• NIST – National Institute of Standards and 
Technology

• COBIT – Control Objectives for Information 
Technologies

• CIS Controls – Center for Internet Security

http://www.fldoe.org/
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State of Florida Cybersecurity Standards

Identify

Protect

Detect

Respond

Recover

Govern*

*Newly Proposed

http://www.fldoe.org/
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Identify

• Asset Management

• Business Environment

• Governance

• Risk Assessment

• Risk Management Strategy

• Supply Chain Risk Management

http://www.fldoe.org/
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Protect
• Identity Management, Authentication and 

Access Controls

• Awareness and Training

• Data Security

• Information Protection, Processes and 
Procedures

• Maintenance

• Protective Technology

http://www.fldoe.org/
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Detect

• Anomalies and Events

• Security Continuous Monitoring

• Detection Processes

http://www.fldoe.org/
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Respond

• Communications

• Analysis

• Mitigation

• Improvements

http://www.fldoe.org/
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Recovery

• Recovery Planning

• Improvements

• Communications

http://www.fldoe.org/
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Govern*
• Organizational Context

• Risk Management Strategy

• Cybersecurity Supply Chain Risk Management

• Roles, Responsibilities and Authorities

• Policies, Processes and Procedures

• Oversight

• Govern Agency Requirements
*Newly proposed

http://www.fldoe.org/
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NIST 2.0
National Institute of Standards and Technology

The NIST Cybersecurity Framework (CSF) 
2.0 provides guidance to manage 

cybersecurity risks.
CSF COMPONENTS

• CSF Core

• CSF Organizational Profiles

• CSF Tiers
CSF Core, Profiles, and Tiers are used to understand, assess, prioritize, and 

communicate cybersecurity risks.

Presenter Notes
Presentation Notes
The NIST Cybersecurity Framework (CSF) 2.0 provides guidance to industry, government agencies, and other organizations to manage cybersecurity risks. It offers high[1]level cybersecurity outcomes that can be used by any organization — regardless of its size or sector — to better understand, assess, prioritize, and communicate its cybersecurity efforts. It doesn’t prescribe how outcomes should be achieved; it instead links to online resources that provide additional guidance on practices and controls that could be used to achieve those outcomes.

The framework (CSF) includes:
CSF Core, the nucleus of the CSF, which is a taxonomy of high-level cybersecurity outcomes that can help any organization manage its cybersecurity risks. The CSF Core components are a hierarchy of Functions, Categories, and Subcategories that detail each outcome. These outcomes can be understood by a broad audience, including executives, managers, and practitioners, regardless of their cybersecurity expertise. Because the outcomes are sector-, country-, and technology-neutral, they provide an organization with the flexibility needed to address its unique risks, technologies, and mission considerations.

CSF Organizational Profiles, which are a mechanism for describing an organization’s current and/or target cybersecurity posture in terms of the CSF Core’s outcomes.

CSF Tiers, which can be applied to CSF Organizational Profiles to characterize the rigor of an organization’s cybersecurity risk governance and management practices. Tiers can also provide context for how an organization views cybersecurity risks and the processes in place to manage those risks.

http://www.fldoe.org/
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Questions?
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